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Abstract

The video game industry is in a constant arms race
against cheat developers that profit off writing code
to give players an unfair advantage in online game-
play against other players. As soon as a company
releases an update for their cheat detection system,
cheat developers swiftly reverse engineer it and find
ways to update their cheating software to avoid de-
tection. In recent years there has been some research
into detecting cheaters by using machine learning
techniques on game-metrics, for example, head shot
accuracy, bullets missed, etc. This work looks in-
stead at mouse inputs to the game, as it’s easy to
imagine that constructing an algorithm that gener-
ates human mouse movements is not a trivial task.
A large dataset of mouse events was recorded by hu-
mans playing an online game called Runescape and
the mouse data was analyzed statistically in the hopes
of finding metrics to detect cheaters. These metrics
were then used with the Kolmogorov-Smirnov test to
check whether the human data had a similar distribu-
tion to the bot data. Simple feed forward neural net-
works with only one hidden layer were able to detect
all bots that they were tested against in this paper.
Even the more advanced cubic mouse movement bot
that had its movement modeled based on the analysis
of human mouse movements was detected.
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1 Introduction

The video game industry has had its market share
sky-rocket since its explosion in popularity from the
introduction of online gameplay [1]. In fact, compa-
nies like Blizzard Entertainment who only make on-

line games, are placed every year in the top 10 gam-
ing companies by revenue [2]. A central aspect to
the enjoyment of online game play is however, fair-
ness. Naturally, if people attempt to play a game
and other players have methods of circumnavigating
the rules to gain an unfair advantage, genuine players
will feel discouraged to continue playing. In addition
to affecting the ability of legitimate players to have
fun, the surge in gaming competitions that carry huge
monetary lump sums as prizes, have required that
tournament organizers can ensure competing players
aren’t cheating. It has thus been essential for games
to be released with anti-cheat software that is capable
of detecting if a player is using cheating software.

Examples of cheating software can range from
things like automated bots that can ”farm” resources
in an MMO by gathering them for hours on end,
hacks that allow a player to see other players through
walls, or aim assistance such as aiding a cheating
player with things like shooting, scoring on a goal,
etc. In the case of MMOs, bot programs can drive
in-game resource values down, or even devalue the
currency used to trade with other players in the game.

An example of anti-cheat software is the Valve
Anti-Cheat (VAC) system, which is an anti-cheat ser-
vice provided to most games on Valve’s Steam gam-
ing platform. It functions to remove players who
cheat online in games by ”banning” them from the
game forever. It is however, an anti-cheat designed
to absolutely minimize false positives (banning hu-
mans by mistake). Thus it only bans cheaters that
have malicious code running on their computer that
VAC matches to it’s database of cheats. This means
that the VAC developers have to take time to figure
out how cheats appear in the RAM, and then update
their database with key function signatures contained
in the cheats. In other words, VAC is looking for an
exact piece of code. If it finds one, then it knows that
person is cheating and bans them accordingly. It is
widely speculated that Blizzard Entertainment use
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some sort of anti-cheat that analyzes game play met-
rics, which are things like: head-shot %, % bullets
missed, etc, and apply machine learning techniques
to the metrics.

We have looked into the feasibility of identifying
cheating software by looking at mouse movements.
Since most malicious software has to interact with
the game in order to actually do things and provide
a benefit to the cheater, it has to be able to move
the mouse - or at least click on objects. This is done
by generating a path and moving the mouse cursor
along it. We suspect that since human movements
are hard to accurately generate, it’s possible to dis-
tinguish artificial paths from human paths. In fact,
many modern bots use cubic splines to generate a
path upon which to move the mouse. Additionally,
humans can randomly move the mouse to points that
are inefficient and serve no purpose. This can happen
for many reasons, such as when they are distracted,
talking to someone, stretching or many more. These
movements are hard to include in a bot, and also,
any movements generated by cubic splines will also
be smooth, whereas human movements will be shaky.

Mouse movements were recorded from humans
playing Runescape and analyzed in depth. Data spe-
cific to certain activities, as well as data from general
gameplay was studied to devise possible metrics for
mouse movements that can differentiate between bots
and humans.

After this analysis, we used Tensorflow to train feed
forward neural networks to classify whether data was
coming from bots or humans. These neural networks
had only one hidden layer and performed quite well.
The best performing neural network however, was
able to even distinguish our best attempt at mak-
ing bot mouse movements appear human, with quite
high accuracy.

1.1 Related Work

Performing a Google Scholar search for relevant work
reveals that machine learning algorithms are cur-
rently an underutilized tool for detecting cheaters in
online games. In fact, only a handful of works appear
to have been published, and they mostly cover a wide
range of non-mouse-movement metrics such as player
avatar movement or internal game metrics, e.g. aim,
accuracy, etc [3–5]. Very few papers have actually
taken mouse movements into account in the context
of cheating in games, such as the work by Pao et al.
focusing on general user input as a verification tech-
nique [6] and research by Kaminsky et al. on using
movements from Starcraft and Solitaire to uniquely
identify users [7].

2 Approach

2.1 Building the Dataset

Mouse movements were recorded by writing both
a Windows hook and Linux hook that listened
and recorded all mouse events that the operat-
ing system processed. These mouse movements
were recorded while humans were playing an MMO
called Runescape and performing multiple in-game
activities. There are five events that occur dur-
ing Runescape game-play: a movement - which
is anytime the cursor moves to a new pixel,
a LEFT CLICK DOWN, a LEFT CLICK UP, a
RIGHT CLICK DOWN, or a RIGHT CLICK UP.
Every time the operating system registered one of
these five events, the hook recorded the event type, as
well as the current x and y coordinates of the mouse
cursor on the screen, and the time that the event
occurred. The raw data was then parsed into three
types of movements as follows:

• Movement: the mouse was moved and at least
10 events were observed, then a pause of at least
0.3 seconds occurred.

• Movement-and-click: the mouse was moved and
either a left or right click-down event occurred,
followed by the corresponding left or right click-
up event.

• Drag-and-drop: either a left or right click-down
event was observed, and then at least 0.3 seconds
passed before a click-up event was observed.

To compare with the human mouse-movements,
four programs were written to artificially generate
mouse-movements and create data. Three of these
programs were naive, while one was more advanced.
The advanced one had been designed using the pre-
viously discussed metrics and analysis in such a way
that it was indistinguishable from human data when
analyzed by those metrics. This means that it would
have the same distribution for it’s metrics as human
data. The bot programs are defined below in a list:

• The first would teleport the mouse from its cur-
rent location to the location it wished to hover
over, click-on or drag the mouse to.

• The second would move the mouse in a perfect
line to the target.

• The third was a naive implementation of cubic
splines; two cubic splines were generated and put
together for each mouse movement of the botted
activity. The four polynomial coefficients, (a, b,
c, d) in the cubic equation ax3+bx2+cx+d, were
calculated using the start velocity, start position,
end velocity and end position sampled from a
human mouse movement. The simulated curves

2



were then evaluated as:
(x, y) = (splinex(time), spliney(time))
where the spline was determined depending on
what mouse movement the simulation was cur-
rently in.
• The fourth was generating non-naive cubic

curves. These curves were fitted to have their
velocities, angles, and maximum deviation come
from the same distribution as human data.
Given the start and end point of a mouse move-
ment, points 20% into the movement and 80%
into the movement were approximated, and the
four polynomial coefficients were fitted to run
through these points.

2.2 Metrics and Features

Generally, raw data can not just be fed into a neural
network. In order to figure out what kind of features
to feed into the neural net, some statistical analy-
sis was done, examining various metrics in the data
to determine the difference between bot and human
data. The metrics a neural network was trained on
are:

• Velocity: pixels per second (px/s)
• Acceleration: pixels per second per second

(px/s2)
• Maximum-Deviation: the farthest distance the

mouse goes from the line defined by the start
point and end point of the mouse-movement
• Angle: the angle, θ, of the mouse movement from

the start point to the finish point.
• Velocity-Angle: the velocity and the angle rela-

tive to the x axis that the velocity occurred on.

Velocities and accelerations were calculated using the
central difference with 25 pixels. This is because as
the mouse moves, each event has coordinates that
are only slightly shifted from the last events coor-
dinates. This is because the CPU polls a modern
gaming mouse around 1000 times per second. The
central difference is given below:

δh[f ](x) = f(x+
1

2
h)− f(x− 1

2
h)

Angles were calculated using atan2. Maximum devi-
ation was calculated by iterating through all events
in the mouse movement. Starting at the start event
point, the distance of each events x and y coordinates,
to the line travelling through the start and end point
was computed. With P1 = (x1, y1) being the start
point and P2 = (x2, y2) being the end point, and
xi, yi being the coordinates of the third point, The

distance to the line (P1, P2) is calculated by:

D =
|(y2 − y1)xi − (x2 − x1)yi + x2y1 − y2x1|√

(y2 − y1)2 + (x2 − x1)2

and the max deviation is:

argmax
xi,yi

D

The data was then analyzed by plotting it into his-
tograms with a Gaussian smoothing operator to re-
move noise. The amount of smoothing was specified
by using a particular value for full width half maxi-
mum (FWHM). If the considered function is the den-
sity of a normal distribution of the form

f(x) =
1

σ
√

2π
exp

[
− (x− x0)2

2σ2

]

where σ is the standard deviation and x0 is the ex-
pected value, then the relationship between FWHM
and the standard deviation is FWHM = 2

√
2 ln 2 σ.

Initially, the Kolmogorov–Smirnov test was used to
come to the conclusion of whether or not it was pos-
sible to tell the difference between human and algo-
rithmically generated mouse movements for a given
metric. To do this, first the empirical distribution
functions Fn for n i.i.d. observations Xi was calcu-
lated as follows:

Fn(x) =
1

n

n∑

i

IXi∈[∞,x](Xi)

where I[−∞,x](Xi) is the indicator function, equal to 1
if Xi ≤ xXi and equal to 0 otherwise. Then the Kol-
mogorov–Smirnov statistic for the calculated empiri-
cal cumulative distribution function F(x) is computed
by first calculating the maximum distance from the
empirical cumulative distribution function (ECDF)
to the “analytical” cumulative distribution function
(CDF) that we are comparing to,

MaxDistance = sup
x
|F (x)− Fanalytical(x)|

The confidence level in rejecting our null hypothesis
is then calculated via a bisection search such that it
is the largest value satisfying the equation

MaxDistance > c(α) ∗
√

1

n

where n is the number of samples and c(α) is calcu-
lated such that it satisfies

Pr(K ≤ c(α)) = 1− α
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Figure 3: Distribution of mouse accelerations (FWHM = 25), and distribution of mouse velocities. It is
observed that none of the three naive generation methods were close to human-like movement (FWHM =
5).

Figure 4: Plot of α for the Kolmogorov-Smirnov test vs sample size. The “analytical distribution” was
trained from all data. An alpha value of 1 means that the data matches and is from the same distribution,
an alpha value of 0 means that the two are from different distributions. The only metric that isn’t statistically
different from human mouse-movement is cubic pause-time.
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Figure 5: ECDFs for mouse velocity, mouse velocity angle, and mouse acceleration. All three of these plots
confirm that the naive simulations differ substantially from human movement.

6



3.1 Statistics

The plots of the human data provided great insight
into what mouse movements look like. In fact, the ve-
langle plot, - the distribution of velocities and their
angle relative to the x axis that the velocity occurred
on - was very intuitive, Figure 2. It showed for an av-
erage playing session on Runescape, horizontal move-
ments are more common than vertical. This makes
sense as Runescape plays on an 800x600 window, and
a lot of the game-play consists of horizontal move-
ments of the mouse pointer. Secondly, it showed that
for a specific activity, in this case the blast furnace ac-
tivity, the movements are occurring more frequently
diagonals. This also makes sense as this specific ac-
tivity has a lot of diagonal mouse movements. Ad-
ditionally, both the mouse velocity, Figure 3, and
acceleration distributions, Figure 3, were also what
we expected. As high velocities (and high accelera-
tions), generally only occur on large ”swipe” motions
of the mouse (which are performed rarely), it should
be expected that the majority of mouse-movements
will have a lower velocity, as well as a lower accelera-
tion. This is really demonstrated well by Figure 5, as
80% of mouse-movements occur below 100px/s and
1500px/s2.

All naive bot movement methods were substan-
tially different from the human movements, as shown
by the Kolmogorov-Smirnov test, Figure 4. An alpha
value of 1 means the data is coming from the same
distribution, and an alpha value of 0 means it is not.
As the analytic cumulative distribution was ”trained”
on human data, when it was compared to the ECDF’s
for naive bot data, the alpha value quickly plum-
meted to 0. The only alpha value that didn’t quickly
head to 0 was for cubic pause time, and this was be-
cause a small amount of effort was invested into mak-
ing the naive cubic have a similar pause time distribu-
tion. A Kolmogorov-Smirnov test was not performed
on the advanced cubic bot data because this data had
it’s metric values approximated based on the obser-
vations in the human dataset. Thus it will have a
similar distribution. Unfortunately however, the ex-
istence of this movement generating algorithm shows
that we could trick these metrics, and thus any de-
tection system trained on them. This implies that we
need stronger metrics to detect more advanced bots,
and further research into better metrics needs to be
done.

Looking at the statistical results, we can conclude
that mouse movements should be in the toolkit of
an anti-cheat developers arsenal, however, without
better metrics they won’t be able to fully detect bots.

3.2 Feed Forward Neural Networks

We can see that using the metrics to train the neural
network, the naive mouse movements coming from
bots are mostly all detected 6. This even occurs with
1, 2, and 4 nodes in the hidden layer. Thus, we can
do a pretty good job and get a reasonably high accu-
racy, however, false positives were still occurring on
all numbers of nodes in the hidden layers of the neural
network trained only with metrics as inputs. In the
neural network that was trained on mouse events in a
mouse movement, the false positives rate dropped to
0 for both 32 nodes and 16 nodes. This is fantastic
as no humans were getting banned. When the ad-
vanced cubic movements were used to train the neu-
ral network alongside human movements, the neural
network could only classify movements with 56% ac-
curacy. This is why it was decided to attempt train-
ing a neural network on mouse events instead of the
metrics.

To prevent humans from getting falsely classified as
bots, it would be wise to aggregate the outputs of any
neural net that is classifying mouse movements. You
could do this by accumulating mouse movements and
counting how many are classified as bots vs humans,
and then choosing a threshold ratio to ban people.
For example, only ban people if 100% of every 200
tested mouse-movements are classified as bots. This
threshold ratio would probably vary depending on the
nature of the game, and would need to be determined
specifically for the game that wants to use a neural
network to detect bots.

3.3 Future Work

Future work could look at more metrics such as the
ones below:
• Time-to-Max-Velocity : the time it takes to reach

max velocity.
• Time-to-Max-Acceleration: the time at which

the max acceleration occurs.
• Max-Deviation-time: the time when the max de-

viation occurs.
• X-shake-sum: the absolute value of the sum of

all x movements in a mouse movement.
• X-shake-count : the number of times the direc-

tion on the x-axis changed.
• Y-shake-sum: the absolute value of the sum of

all y movements in a mouse movement.
• Y-shake-count : the number of times the direc-

tion on the y-axis changed.
In addition to mouse movement metrics, mouse inter-
actions with objects can be modeled. For example,
future work could investigate the distribution of clicks
on an object. For example, a naive click-pattern
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Neural Network Test Validation Accuracy and Train Accuracy per Epoch (Metrics)
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Figure 6: Training epoch vs accuracy for the metric-based neural network with a linear bot model (top) and
the point-based neural network with advanced cubic bot model (bottom). On the left is the test accuracy
achieved after the neural net has finished training, and is tested on data it has never seen before, with
the corresponding number of nodes in it’s hidden layer. For the purely-metric based neural network, the
accuracy approaches 95%+ even with four nodes, while the point-based network struggled due to the higher
quality bot data.

would most likely click on the same pixel on the ob-
ject repeatedly, whereas a less naive one may click
on any pixel that represents the object with equal
probability. A well devised click-pattern would prob-
ably have a concentration mean on the center of the
object, and the probability of clicking at some radius
away from the center would decay according to a nor-
mal distribution. An analysis of ”misclicks”, where
a human tries to click on something but accidentally
clicks on something else, could also be analyzed.
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